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Cryptology – E16 – Lecture 12

Lecture, October 26

We covered subsections 1.3.7, 1.3.8 and 2.1.

No class October 31 or November 1

My office hours on November 1 are also cancelled.

Lecture, November 7

We will continue on chapters 2 and 15 and begin on chapter 16.

Lecture, November 9

We will continue with chapters 3 and 16.

Problem session November 8

1. A Carmichael number is a composite integer n such that for all x ∈ ZZ∗
n,

xn−1 ≡ 1 (mod n).

(a) Explain why the existence of Carmichael numbers (there are in
fact infinitely many of them) make primality testing more difficult.

(b) Explain why Carmichael numbers are easy to factor using inter-
mediate calculations from the Miller–Rabin primality test.

(c) Show that 561 is a Carmichael number. Try to do it without
explicitly checking all elements of ZZ∗

561.
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2. Find a primitive element (generator) in the multiplicative group modulo
103 (ZZ∗

103) and show that it is a primitive element.

3. Suppose that two parties, Alice and Bob, possess integers pA, qA and
pB, qB, respectively, and they have used a protocol to compute an N =
(pA + pB)(qA + qB), without revealing their own integers to the other
party. Now they use the following protocol (repeated many times)
to check that N is the product of two primes p ≡ 3 (mod 4) and
q ≡ 3 (mod 4). Suppose that N ≡ 1 (mod 4); otherwise they should
reject the values.

(a) Bob and Alice let g = N − 1.
Alice computes vA = g(N−pA−qA+1)/4 (mod N), and Bob vB =
g−(pB+qB)/4 (mod N). They exchange these values and check that
vAvB = −1 (mod N). If this fails, they reject N . Also if they
cannot do the divisions by 4, they reject N .

(b) Bob and Alice agree on a random g ∈ ZZ∗
N , choosing values until

the Jacobi symbol
(

g
N

)
= 1. (It could just be one player choosing

g, but the other should check, too.)

(c) Alice computes vA = g(N−pA−qA+1)/4 (mod N), and Bob vB =
g−(pB+qB)/4 (mod N). They exchange these values and check that
vAvB = ±1 (mod N). If this fails, then both parties output that
N is not the product of two primes of the correct form. Otherwise,
they output that N probably is the product of two primes of the
correct form.

i. Consider which values of pA, pB, qA, and qB work modulo 4.

ii. Show that if N = pq, where p and q are both prime, p ≡ q ≡
3 (mod 4), p = pA + pB, and q = qA + qB, then both parties
will accept. Hint: Consider the Legendre symbols of g mod p
and g mod q.

iii. Suppose that N = pq, where p and q are both prime, p ≡
1 (mod 4), q ≡ 1 (mod 4), p = pA +pB, and q = qA +qB. Will
N pass this test? What does this say about the probability of
Alice and Bob incorrectly outputting that N is the product
of two primes of the correct form?

iv. Suppose that q is a product of at least two distinct primes, but
p is prime. What are some cases where N would be rejected?
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Consider the Solovay-Strassen primality test.
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