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Kerberos Version 5. message exchanges

To obtain ticket-granting ticket

C—AS: Options,ID¢,Realm¢,IDT¢ s,
Times,Noncey

AS—C:  Realmg,ID¢,Ticketrgg,Inforgs

Ticketrggs =
Ex..s|Flags, Ko 1Gs, Reaime, IDo, ADc, Times]

Inforgs =
Ex.|Kc res,Times,Noncei,Realmrgs, IDrgs]
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To obtain service-granting ticket

C—TGS: Options,IDy/, Times,Nonces,
Ticketr s, Authenticatoro

TGS—C: Realmq,IDo, Tickety,Infoy,

Ticketrgs =
Ek.os|Flags, Ko ras, Realme, ID¢, AD¢, Times|

Tickety, =
Ex, |Flags, K¢ v, Realme, IDc, AD¢, Times]

Authenticatorc = Ex, .o [IDc, Realmg, TS1]

Infoy; = Ex¢ ras K, v, Times,Nonces,Realmy,, IDy/]
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To obtain service from V

C—V:  Options,IDy , Tickety,, Authenticatory,

V—C:  Eg. . [TS2, Subkey, Seq#]

Tickety, =
FE., [Flags, K¢ v, Realme, IDc, AD¢, Times]

Authenticatory =
Ex ., |IDc, Realmg, TSy, Subkey, Seq#|
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