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An RNS Montgomery Modular
Multiplication Algorithm

Jean-Claude Bajard, Laurent-Stéphane Didier, and Peter Kornerup, Member, IEEE

Abstract—We present a new RNS modular multiplication for very large operands. The algorithm is based on Montgomery’s method
adapted to mixed radix, and is performed using a Residue Number System. By choosing the moduli of the RNS system reasonably
large and implementing the system on a ring of fairly simple processors, an effect corresponding to a redundant high-radix
implementation is achieved. The algorithm can be implemented to run in O(n) time on O(n) processors, where nis the number of
moduli in the RNS system, and the unit of time is a simple residue operation, possibly by table look-up. Two different
implementations are proposed, one based on processors attached to a broadcast bus, another on an oriented ring structure.

Index Terms—Computer arithmetic, residue number system, modular multiplication, cryptography.

1 INTRODUCTION

ANY cryptosystems employ modular multiplication

with very large numbers [10], [3], [8]. Different algo-
rithms have been proposed in the literature [1], [6], [16],
[14], [13], [9]. Most of them use redundant radix number
systems and Montgomery’s modular multiplication [7]. On
the other hand, the Residue Number System (RNS) is also
of particular interest because of the parallel and carry free
nature of its arithmetic [12], [15].

The RNS system is not a positional number system
where each digit corresponds to a certain weight. So, com-
parison, division, and modular multiplication are hard
problems. Montgomery’s algorithm uses the least signifi-
cant digit of a positional representation at each step, hence,
the RNS system does not seem well suited for this algo-
rithm. However, using some operands in a mixed radix
representation related to the RNS system, we obtain an RNS
version of Montgomery’s algorithm. The basic idea of the
algorithm is that the least significant digit of a mixed-radix
representation can be chosen as any one of the residues of
the RNS representation when the two systems are based on
the same set of moduli. The algorithm performs a multipli-
cation interleaved with reduction steps, performed in par-
allel on the individual residues of the RNS representation.
Each step requires an exact division by one of the moduli,
which slightly complicates the algorithm, since one of the
residues then becomes undefined. By performing all com-
putations also in an auxiliary (redundant) base, the result is
still available in the extended base. Alternatively, the lost
residue can be recovered through a base extension using the
Chinese Remainder Theorem.

Section 2 introduces the notation used in the residue and
the mixed radix systems employed. In Section 3, the Mont-
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gomery algorithm is introduced and its adaption to the
RNS system is discussed, together with a proof of the cor-
rectness of the algorithm. The two methods of handling the
loss of residues through division by moduli are then de-
scribed. Section 4 discusses the chaining of multiplications
as needed for exponentiation and the mapping back from
the Montgomery residues to ordinary residues. It is then
described how a bit-pattern can be used directly as input to
the RNS-based modular exponentiation for cryptographic
purposes, without a need for a possibly cumbersome map-
ping into the residue system. Section 5 discusses two differ-
ent approaches to mapping the algorithms onto a set of
processors, one based on the dual-base algorithm mapped
onto a bus-based structure, the other using a ring-structure
for the realization of the base-extension version. Section 6
concludes the paper.

2 THE RESIDUE AND MIXED RADIX NUMBER
SYSTEMS

We begin with a short summary of the RNS system and
introduce our terminology:

« The vector {m;, m,, ---, my} forms a set of moduli,
called the RNS-base B,, where the m;'s are relatively
prime.

+ Mis the value of the product [ " m;.

« The vector {xy, ---, X5} is the RNS representation of X,
an integer less than M, where

x; =X, = Xmodm,.

Due to the Chinese Remainder Theorem, any X less than
M has one and only one RNS-representation. Addition and
multiplication modulo M can be implemented in parallel in
linear space O(n) and performed in one single step, by de-
fining +zns and xgns @S COMponent-wise operations:
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A +pys B ~ ‘aj +bj‘mj, forje {1, ---,n}
A Xpys B~ ‘aj X bj‘m,—' forje{1, ---,n}
We also define “exact division” by one of the moduli,
+rnsM;, @assuming that m; divides R:
R +gns M ~ F; forj e{l, e i= i+, n}
where fj is computed as:

f. =

i , forj =i,

-1
I x (mi)mj

mj

and (X);lj denotes the inverse of X modulo m; for X and m;

relatively prime. Note that one of the residues f; cannot be

computed and has to be recovered by other means.

The Mixed Radix System (MRS) associated with this
RNS is defined using the same base of moduli. Assuming
that (x7, ---,x7), 0 < x{ < m; is the MRS representation of X,
an integer less than M, then

4 ’ ’ ’
X = X+ X5my + XEm,m, + oo 4+ XM, em .
Observe that the value of x; in the MRS representation is

identical to the value of the first component x; of the RNS
representation of X, when we use the same base vector for
the two systems. We shall use the notation x; for compo-

nents of a MRS representation, as opposed to x; for the resi-
dues of an RNS representation. Conversion from RNS into
MRS representation is often used for comparison of RNS
numbers, but the MRS system is not well suited for com-
putations in general. In the following algorithm, we shall
use a mix of both representations.

3 RNS MONTGOMERY MODULAR MULTIPLICATION

The Montgomery algorithm is a modular multiplication
algorithm where one reduction is performed at each itera-
tion of the multiplication. The advantage of this algorithm
is that the modular reduction is performed by a shift in-
stead of a division. The following algorithm computes S =
AB x ﬁ_k mod N using standard radix S arithmetic.

Algorithm 1 (Montgomery’s algorithm)
Function: Montgomery_Modular_Multiplication
Stimulus: A modulus N < " with
GCD(N, ) =1.
Integers A and B are given,
A <N and B < N with
k-1 i
A= Xizo ap.
An integer S such that S< N and
S=ABB “mod N
S«0
Fori=0tok-1do

G (% + & xbo)x(ﬁ—no);)modﬂ
S« S+agxB+gxN
S« Sdivp

End

ny=N modpj

Response:

Method:

Where:

At each iteration of this algorithm, g; is computed so that

S +a;x B + @g; x N is a multiple of 8. Thus, the division by 8
corresponds to a shift. At the end, we obtain the integer

k-1 i
value § = 223, where Q = 3’ ' Note that, at each

k+1

step, S is smaller than 3N for B < 2N. The value S is then

smaller than 2N if a, < g

Since the RNS is not a radix representation, the main
problem in adapting the algorithm to RNS arithmetic is to
compute g from the least significant digits of the variables.
This difficulty is avoided with the use of a mixed radix
system associated with the set of moduli, and the following
observations:

1) Each residue of a number is the least significant digit
of one of its MRS representation, where the corre-
sponding modulus is the first modulus of the mixed
radix system.

2) The factor A may be represented in an MRS.

Algorithm 3 is a new version of the Montgomery algo-
rithm adapted for residue number systems, computing R =
ABM™ mod N.

The MRS is a weighted representation where the weight
associated to a position is the product of the previous
weight by a new radix.

A =a+am +agm,m; + - +am - m .
In our algorithm, for the computation of a new MRS digit
g;, we use a new radix m;. Thus the least significant digit of
B is given by its residue b;.

Algorithm 2 (RNS Modular Multiplication)

Function: RNS_Modular_Multiplication
Stimulus: A residue base {my, m,, ---, m.},
n
where M = ni:l m;
A modulus N expressed in RNS
with GCD(N, M)=1, and satis—
i M
fying 0 < N < Ty )
Integer A given in MRS
n , i-1
A= 2i:1 ainj=1 m;
Integer B given in RNS
Response: An integer R < 2N expressed in
RNS, such that:
R=ABM ' mod N
Method: R«0

Fori=1tondo
G « (5 +a xDby)
x (m, —n )i"l mod m,
R« R+gys & Xgys B
+rnsdi Xrns N
R < R +gns My
End
The algorithm goes through n iterations where, at each
step, an MRS digit of g/ of a number Q is computed and a
new value of R, using ¢/ and &/, is determined in RNS.
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Since, at each step, R is computed to be a multiple of m; and

the moduli are relatively prime numbers, dividing R by m;
is equivalent to multiplying each residue of R by the
modular inverse of m;. But, this division cannot be com-
puted for the ith residue because m; is not relatively prime

to itself. Thus, the ith residue is lost. We propose two solu-
tions for correctly expressing R:

1) use of an auxiliary residue system for expressing the
result,
2) reconstruct the missing residue after it is lost.

The algorithm is split into four kinds of tasks. The task
A; computes the MRS digit g at the ith step of the algo-
rithm with a/. The task B;; computes the new value of R
with af, ¢/, and (mi);fj for the jth residue of R at the ith step

of the algorithm for j # i. The tasks concerning the comple-
mentary steps of the evaluation of R are denoted C;;. The
conversion of operand A from the RNS to the MRS is per-
formed through tasks D;;, which are subtasks of the Szabo-
Tanaka conversion algorithm [12], [5]. Observe that the val-
ues a/ are initialized with a;. The general tasks A;, B;j, and D;;
are described in Table 1. Two different solutions for the com-
plementary tasks C;; are given below in Sections 3.2 and 3.3.

3.1 Correctness of the Algorithm

m”’lmM, B < 2N, and
n

THEOREM 1. For A < 5

< N Y E—
0<N< 3maxi€{1y___yn}(mi)‘

with N and M relatively prime, Algorithm 2 computes R
such that

R=AB(M) ' mod N and R < 2N.

ProOOF. We assume that N and M are relatively prime. At
each step, we compute a quotient (MRS) digit
g « (f +a xb)(m, —n,);" modm, and, thus, obtain
that R +gys & Xgns B +ras O Xgns N is @ multiple of
m;. Hence, division by m; can be done by multiplying

with the inverse modulo m; for j # i. From the algo-
rithm, we have:

aB+gN .
Tm +a;B+qg;N
+
M, "-+a;1_1B +q,4N
R= ,
mn—l
thus,

1 ’ ’ ’

R= V((al +am, + - +aym, - m,_;)xB

+ (g +apmy + o +gumy e m ) x N)

=%(A><B+Q><N).

As B < 2N, we find that R < 3N at each step:
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TABLE 1
GENERAL TASKS
a/ < (+a/xb)x(m ~n) mod m
Bi,j ",'(_(r./'+a;><bj+qi,><n/)x
-1 . .
(m,.)m/ mod m, J#i
D;; a « (a - a)x (m:);lj mod m,

1<i<j je{2,3 -, n}

R+a/ xB+q xN
<3N+(m-1)2N+(m-1) N
<3m N.

m,-1

With A < —5
the last step:

M., we further obtain that R < 2N after

R+a, xB+q,xN

2

mn
<3N+ -1|{2N+(m,-1) N
<2m, N.
O

For use in modular exponentiation, it is necessary that
the result R can be used as one or both of the operands of
a subsequent multiplication. Hence, it is necessary that

A<2N:>A<m“2_l

va which is easily seen to be satisfied
for m,> 2 and max(m;) > 2.

3.2 Solution 1: Using an Auxiliary Base

Since at each step of the algorithm one residue is lost, the
intermediate result R cannot be correctly expressed after
one step because:

R <3N < M/(max m;).

The solution presented here consists of extending the
modular system with an auxiliary base

B = (o, iy, )

with

=1}

|\7|:

and GCD(M, M) = 1. In this system, the RNS and MRS rep-
resentations of an integer X are

Xens = {il’YZ' )?ﬁ}

XmRs = {il’ié X%}

m, I\7I/(3 max ;) > M/(3 max m;)

l

where

X = X{ + XgmM, + XM M, + -+ + XM, - M.

The value R is expressed both in B, and B;, so, while at
each step one residue of R in the main base is lost, R is cor-
rectly represented in the rest of the main base and in the
auxiliary base. Since the modular multiplication algorithm
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goes through n steps, the final value of R is only expressed
in the extended base.

Step |mp, mp, mg - M, | m ms
1 . r rs Iy n I
2 . . 5, h I
n . . . . T FE

The algorithm computes ABM ™" mod N in RNS, the re-
sult being obtained in the auxiliary base B;. This is not con-
straining because the same algorithm can be used from the
auxiliary base to the base B,, for instance, for eliminating
-1

. Indeed, we have

-~

2M 2M MM

n—l'vI
R <2N < < = < —=
3maxm; - 3maxm, 2ms

the extra factor M

Thus, the previously computed result R, where

R =ABM " mod N

takes the place of the operand A and the constant
M M mod N taking place of B, hence the result AB mod N
is obtained in the main base.

In this solution, operand A is still expressed in MRS but
operands B and N have to be expressed in RNS both in B,
and @n. Noting that N is normally a constant, its residues n;
in the auxiliary system are computed only once. This base
extension can be computed with the Szabo-Tanaka algo-
rithm [12]. The conversion into MRS is performed with D-
type tasks and the computation of the residues in the aux-
iliary system from the MRS digits are computed through
tasks I-E“iyj. Tasks performed in the auxiliary system are de-
noted with a tilde.

The complementary computation of R consists in the
computation of the new value of R in the auxiliary system.

This computation is split into tasks CI g which are similar

to tasks B;; except that they are performed for all residues FJ

in the auxiliary system with a and g/ from the original
system (Table 2). Because the modular multiplication can
either be performed from the main to the auxiliary system

or from .’En to B, the following notations are introduced.

The computation of ABM ' mod N from B, to 37 is com-

puted through tasks A;, B;;, C,J, D;; and EI j» while com-

putation of ABM™
Di; and E;; (Table 3).

Since we will use the same set of processor for the com-
putation in the main and the auxiliary residue system, we
will assume in the following that n = n.

is performed with tasks Ai BIJ, Cijs

3.3 Solution 2: Recovering the Lost Residue

Since one residue is lost at each step of the multiplication,
we propose in this section a solution for recovering the

TABLE 2
COMPLEMENTARY AND CONVERSION TASKS

C. Fe(Fraxb +a'xn
T, o (r+alxb +q xn)x(m,

= _
)ﬁ” mod m,

v s ’
I X; <—(xl.+x,.><m1m2

m

. m,._l) mod m;

TABLE 3
TASKS FOR THE REVERSE MULTIPLICATION

» G < (7 +a/xb)x(m, - 7,), mod i,
é,-(j ?}(—('r;+5,’><5],+§i’><ﬁ) (m )__modm
Cij rje(rj+5,.'><bj+5i’><n) (m )7 mod m,
D,y %« (%~ %) x () 'mod i,

E; X < (Xj + X x (mm, - rﬁ,_l)) mod m,

missing residue at each step based on the Shenoy and Ku-
maresan base extension algorithm [11]. From the Chinese
Remainder Theorem, we can compute the ith residue of R
(the lost residue) from its other residues:

6 =R, = erMj(Mi):. :

where Mj =2

There exists an integer o™ such that;

- irij(Mj):_ —adVxm| . o)
i J

J#i m;

This integer can be computed using an extra modulus m,,;
such that m,,; > nand GCD(m,,;;, M) = 1 [11]:

oV = ZrM( ) - )|

Mp41

Mnt1

We decompose the computation of the values r; and o
into tasks C;; and F;. The tasks C;; perform the accumula-
tion of the sums in (2) and (3) for r; and o These sums are
computed by n -1 tasks C;j for L <j<nand j=i. The values
r; and o are initialized to zero. At the ith iteration of the
modular multlpllcatlon one accumulation step for the
computation of o O and r; is performed with the residue r;
for (j # i) by the task C;;.

The second task F; is the final computation for recover-
ing the missing residue r; from the values r; and o com-
puted in the tasks C;;. Note that the tasks C;; and F; can be
performed with two modular additions and two modular
multiplications (Table 4). The extra modulus m,,, is usually
chosen so that the operations modulo m,,; are easy to per-
form, e.g., as a power of 2.
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TABLE 4
ADDITIONAL TASKS FOR RECOVERY OF THE LOST RESIDUE

_J

C. <« r,.+Mj>< Vi

Because of the use of the extra modulus m,.,, the oper-
ands B and N have to be expressed in the modular system
{my, m,, ---, m,, my,.}. The value of the extra residue by,
must be obtained with a base extension performed before
the first iteration of the modular multiplication. Also, n,;
must be known, but N is usually a constant.

Since, at the ith step, the residue r,,; is needed for the re-
covering of the lost residue r;, the tasks B;; are computed for
je {1, 2, ---,n,n+ 1} and the Cij tasks forje {1, 2, ---, n}and
j #i. The algorithm still goes through n steps and the result
AB x M mod N is obtained in the modular base {m;, m,,

-, mp} U {m,;4}. Since the (n + 1)st residue of the result is
known, it is possible to perform a new multiplication with
the previous product without extra conversion.

4 CHAINED MULTIPLICATIONS AND EXPONENTIATION

Observing that the result R of the modular multiplication
satisfies R < 2N, it is possible to reuse the result as one of the
operands of another modular multiplication. The extra factor,
which is accumulated at each multiplication, can be canceled
at the end with just a single extra modular multiplication.
With the use of Solution 1, the result is alternately ob-
tained in the main and in the auxiliary system, and con-

tains an extra factor M~* or M. Thus, if k chained modu-
lar multiplications are performed, the extra factor is
(MM) K9V 2 5 M*M292 6d N, which can be eliminated by
extra multiplications. If k is odd, just one extra modular mul-
tiplication by (MM)*® 2" mod N is needed in order to
obtain the result in the main modular system without an ex-
tra factor. But, if k is even, the result with the extra factor is
already expressed in the main base, one modular multiplica-
tion by (MM)kdiVZM mod N is necessary to eliminate the
factor introduced by the previous multiplications and a base
extension is needed to obtain the result in the main system.
For Solution 2, this extra factor after k multiplications is M’k,
which can be cancelled with a single modular multiplication.
The different constants used to cancel the extra factors can
be stored in look-up tables. If at most k multiplications are
performed for each residue, it is necessary to store k div 2
values using the first solution and k + 1 with the second. But,
noting that 2n residues are needed with the auxiliary base
instead of n for the recovering of the missing residue solu-
tion, the storage requirement is the same for both solutions.
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Since chained multiplications can be performed, modu-
lar exponentiations can be implemented by the following
classical algorithm. It performs the exponentiation XF mod N
by repeated modular multiplications, scanning the bits of
the exponent E from the most significant end.

Algorithm 3 (Modular exponentiation)
Function: Modular_Exponentiation
Stimulus: A modulus N > 2
integers X and E, where:
0<X<NandE=>0,
n-1 i

E=), &2
An integer Y, such that
Y = X" mod N.
i—n-1, Y« 1
Whilei>0ande=0do

i—i-1
Ifi>0do

Y« X

i—i-1
Whilei>0do

Y < YxYmodN

Ife;= 1 then

Y« YxXmodN

i—i-1

End
Given an RNS implementation of the Montgomery

modular multiplication, it is straightforward to realize the
exponentiation, noting that the result R of a multiplication
satisfies the bounds on the input, as required by Theorem 1.
The two multiplications have a factor in common. Obvi-
ously, this should be chosen as the factor that has to be con-
verted into the MRS system. Also note that, when using
Solution 1, it is possible to alternate between the two bases

B, and B, in successive multiplications.

For applications in RSA encryption where a bit pattern is
to be encoded and later decoded, note that a bit pattern can
easily be interpreted directly as an RNS encoded value by
simply breaking it into smaller patterns, each interpreted as
one of the residues X;. The number of bits in X; just has to
be chosen such that X; < m;.

Response:

Method:

5 IMPLEMENTATIONS

In this section, we deal with the implementation of both
solutions. Solution 1 is proposed to be implemented on a
set of bus-connected processors, while, in Solution 2, the
tasks are scheduled on a ring of processors.

In the following architectures, each processor has differ-
ent data and the same program which takes the processor
number and the step number into account.

5.1 Implementation of Solution 1 on Bus-Connected
Processors

For the solution with a complete set of auxiliary moduli, we

consider the following processor structure, allowing a proc-

essor to broadcast values to other processors (Fig. 1).



BAJARD ET AL.: AN RNS MONTGOMERY MODULAR MULTIPLICATION ALGORITHM

RNS cell

\

Communication logic

Fig. 1. Bus of five processors.

The implementation is based on the tasks specified in

Table 5.

We use a tilde on a task name when the computation is
done with a modulus from the auxiliary base @n. The fol-
lowing table shows the evolution of the multiplication algo-
rithm with six processors and bases with six moduli. We
assume that the operand A has already been converted into
MRS and that the residues of operand B are known both in
the main and auxiliary modular system. The computations

modulo m; and modulo m; are performed on processor i.

TABLE 5
TASKS FOR SOLUTION 1

Computes q; on processor i, then broad-
casts this value on the bus.

, , -1
q; < ‘(rl +& X bi)(mi - ni),-

mj

Receives q f and evaluates ry on processor j
(in the main base).
-1

, ,
r | +a x b, +q/xn; x(m)

J

ilm.
mj

Evaluates r with qf on processor j (in the
auxiliary base).

- - ’ = ’ -~ -1
I (rj +a/x b, +q] x nl.)(mi)ﬁl‘_

7
Receives a/ and evaluates a} on processor
jwithj > i.

(a/" - a,.') x (mi);l

a, «
J
Hm

j
If j=i+ 1 then broadcast a/’..
Receives af and extends to auxiliary base
on processor j.
IT.
m
k=1 K|z |
Jlm

aj: aj+a,.><

)

771
Bus

Step\proc. 1 2 3 4 5 6
1 Aq
2 Bip | Bz | Bia | Bis | Big
3 51,1 Az 61,3 E‘1,4 51,5 51.6
4 ~1,2 Byz | Boa | Bas | Bag
5 52,1 52,2 A3 52 4 52,5 52,6
6 C,s | Bsa | Bas | Bas
7 53,1 E‘3,2 53,3 Ay 53,5 6‘3,5
8 ~3_4 Bys By
9 54,1 54,2 54,3 54,4 As 54,6
10 Cas | Bss
n 55,1 E\5,2 55,3 E\5,4 55,5 As
12 Co s
13 56.1 56,2 56.3 56,4 56.5 56,6

The allocation of basic tasks to processors for the modu-
lar multiplication is specified by the following algorithm:

Algorithm 4 (ABC)
Fort=1to2n+1do

If tis even then do in parallel with i = £

C,_,; On processor i
Bjj on processor j with j > i

If tis odd then do in parallel with i = 1

Ci_yjon processor j with j = i
A, on processor i

The conversion and base extension tasks, which are com-
puted before the modular multiplication, can be allocated

by the following algorithm:
Algorithm 5 (DE)

Processor 1 broadcasts a; as a; (process Dy )
Fort=2to2n-1do
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If tis even then do in parallel D;; on processor j
withi=%andj>i.
If tis odd then do in parallel E; ; on processor j
H i -1
with i = 5=,
do in parallel E_ ; on processor j.

The following table then presents the scheduling of the
conversion of A into MRS using the base B, (where Dy,
represents the broadcasting of aj = a,;), merged with the
scheduling of the extension of A into the auxiliary base @n
with n = 6.

Step\proc. 1 2 3 4 5 6
1 Do 1
2 Dip | Dig | Dig | Dis | Dig
3 El,l El,z E1,3 El,4 EI,S El,G
4 D3 D34 D;s Dy 6
EZ,l EZ,Z E2,3 E2,4 EZ,S EZ,G
6 D34 | D3s | Dsg
7 E3,l E3,2 E3,3 E3,4 E3,5 E3,5
8 Dy s D46
9 EA,l E4,2 EA,S E4,4 EA,S E4,6
10 Ds g
u ES,l E5,2 ~5,3 ES,A ~5,5 ES,G
12 Eﬁ,l E6,2 Eﬁ,:’: E6,4 EG,S EG,G

5.1.1 Conclusions About This Implementation
The complexities of the parts are:

* 2n + 1 computing steps and n communications for the
RNS Montgomery’s algorithm (Algorithm ABC~:),
« n computing steps and n — 1 communications for the
conversion of R to MRS (Algorithm D),
« n computing steps and n communications for the ex-
tension to the auxiliary base (Algorithm E).
Thus, a total of 4n + 1 computing steps are needed per
modular multiplication, alternating between the bases. Ini-
tially, the factor A has to be converted into MRS by algo-
rithm D, and B has to be base extended into the auxiliary
base fﬁn by algorithm DE. At the end, the extra factors in-
troduced have to be removed by one extra multiplication,
possibly followed by one base extension if the number of
multiplications was odd and, finally, to check for possible
overflow (N <R < 2N), the result has to be tested against N.
The complete sequence of steps for a single modular
multiplication can be summarized as follows:

1) Algorithm D for converting the factor A,

2) Algorithm DE for converting factor B;

3) Algorithm ABC for the first pass of Montgomery;,
4) Algorithm D for converting the result R obtained;
5) Algorithm ABC for the extra factor;
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0
/ \
5 1
A
A\
4 2

Fig. 2. Ring of six processors.

6) Algorithm D for a comparison to N to test if a sub-
traction is needed.

5.2 Implementation of Solution 2 on a Ring of
Processors

Here, we will map the algorithm onto an interconnected set
of n processors forming a ring structure, with processor j
communicating some data to processor (j + 1) mod n. Proces-
sor j stores various constants and tables related to the
modulus m; and receives, upon initialization, n;, the precom-
puted value of (m; - nj)’1 mod m; (defining N) and b; (defin-
ing B). The other operand A is input in RNS representation
in parallel to each processor. After the modular multiplica-
tion computation, the ith remainder r; of the product re-
mains on processor i.

For the solution where the lost residue is recovered
through base extension using a single extra modulus, we

need the tasks A;, B;j, C;j, D;j, F; as specified in Table 6.

5.2.1 Modular Multiplication

In order to facilitate the description of the implementation of
the modular multiplication, we split it in three parts: the
conversion of the first operand, a first part, and a second part
of the multiplication. Actually, the second part is just a wrap-
around continuation of the first part. Fig. 3 illustrates the
scheduling of the different tasks for the case of n = 5 on six
processors and identifies the three different parts. The con-
version, the first, and the second part of the multiplication
have been pipelined under the constraints of the dependen-
cies between the first and the second parts. The gray shaded
regions show the end of the previous multiplication and the
start of the next multiplication. The details of the scheduling
of tasks onto processors are shown in the Appendix.

A more detailed analysis based on the scheduling, as de-
scribed in the Appendix, shows that the conversion of the
operand A and a multiplication require 5n — 1 steps. Several
modular multiplications which need a single conversion
can be pipelined and n — 1 steps are saved per multiply, so
the total is 4n. But, the multiplications themselves can also
be interleaved by overlapping their first and second parts
and further pipelining, as shown next.

5.2.2 Modular Exponentiation

The modular exponentiation can be scheduled more efficiently
than apparent from Fig. 3 because of the dependencies be-
tween the intermediate results. At each step of the modular
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TABLE 6
TASKS FOR SOLUTION 2

A; Computes the mixed radix digit q // with the

ith mixed radix digit of the operand A, and
the i th residues of R, B, and N.

’

@ (n+a/xb)x(m, ~n) mod m
i

Send a’ and the new value of g/

B Computes the jth residue of R with a/, q/
ij
-1
and (ml.)j

Receive @’ and q’

-1
f'/-<—

’ ’
(rj +a/xb, +q ><nl.)><(m,.)m

J1m

J

Send a’ and q/

Cij Computes the sums modulo m; and mp.q
Receive rjand a(’)

[

e )

mj

Ot(i) —

a(') +x MI.(M/.);l
1

My

Send the new value of r;and (x(/)

Djj Converts the operand A into MRS
Receive a
’ ’ ’ 71
a « (a]. - a/.) X (m,.)/_ mod m,
If j#nthenif i=j—1Send a
else Send aj'.
Fi Performs the final recovery of r;
Receive rjand a(l)

=l (i)
I« ‘ri - ((M)n+1 X' - rmm) x M‘m

i

exponentiation, one modular squaring and, possibly, one
modular multiplication are to be performed. Since the
squaring, as well as the multiplication, needs one of the
operands in MRS representation, a single conversion is suf-
ficient before each squaring as the multiplication shares one
MRS factor with the squaring.

Thus, it is possible to interleave a second part of a multi-
plication and the first part of another multiplication (both
in white in Fig. 4) in the gap between the first and second
parts of the squaring (in light gray). This may occur when
both a squaring and a multiplication have to be performed.
The result of a squaring S; is used for the computation of an
other squaring S, (in light gray in the figure). The RNS
value of S; is converted in MRS and used by the next
squaring and multiplication. The second part of a previous
multiplication M, is inserted between the two parts of the
squaring. Its result is then combined with the MRS repre-
sentation of the square produced by S, for a second modu-

lar multiplication M,.

With regard to the exponent bits, there are four cases in
the scheduling of the modular exponentiation. The case
presented in Fig. 4 corresponds to the succession of two 1s
in the exponent, where two multiplications and two squar-
ing are to be done. In this case, the second part of the
modular squaring is delayed n — 1 steps. In this way, the
two multiplications in one step of the exponentiation can be
performed in 6n — 3 steps and can be pipelined every 5n — 1
steps.

In the case of 01 appearing in the exponent, the sched-
uling is similar, except that the multiplication M; does not
appear, which saves one computation step. Similarly, in the
case of 10 appearing in the exponent, the multiplication M,
is deleted. Finally, for a succession of two zeros, meaning
that two modular squaring are computed, both M, and M,
are canceled. In this case, the scheduling is the same as for a
single modular multiplication (Fig. 3).

Since, on the average, only half of the bits of the expo-
nent are 1s, the cost in cycles of a modular exponentiation is
approximately 4.5nk, where k is the number of bits of the
exponent and n is the number of moduli.

6 CONCLUSIONS

By employing a mixed radix representation as a tool in im-
plementing a Montgomery modular multiplication, it has
been shown that this algorithm can be realized in residue
arithmetic. This way the carry-free arithmetic of the RNS
system can be exploited for very large operands to achieve
the same effect as a high-radix implementation in ordinary,
but redundant, radix representations. But, none of the sim-
plifications presented for high radix representations in [9]
seem applicable when employing RNS arithmetic. Also, we
cannot claim that our method is superior to a similarly
pipelined implementation of a more ordinary high-radix
implementation, as we do not have such a design available
for comparison.

Each processor in the proposed ring structure is sup-
posed to be capable of performing addition and multiplica-
tion modulo one of the basic moduli of the RNS system.
The various tasks to be performed all consist of a few such
modular operations, using moderately sized moduli and,
hence, we may assume these take constant time, thus de-
fining our unit of time. For realizing these operations sim-
ply and quickly (possibly by table look-up), the moduli
should be chosen to be 9 to 10 bits wide, implying the need
for n to be on the order of 80, to be able to satisfy the secu-
rity requirements of cryptographic applications. For a 1,024-
bit RSA algorithm, if we use 32-bits processors, then we
need about 33 moduli for our RNS implementation. We can
remark that, for an efficient implementation, the best is to
use moduli with the maximum of bits.

Alternatively, time multiplexing a smaller number of
processors can be used to reduce the hardware complexity.
It is fairly simple to map the algorithm onto p processors,
where p divides n.
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Fig. 3. Scheduling of a single conversion and a modular multiplication on a ring of six processors using a modular system of five regular moduli

and one extra modulus.
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Fig. 4. Scheduling of a conversion and a squaring (light gray), a second part of a previous multiplication, and a first part of the next multiplication,

as part of the pipelining of a modular exponentiation.

APPENDIX

This appendix describes the detailed scheduling of the tasks
onto a ring of n processors for Solution 2, the recovery of
the lost residue by base extension using the method pro-
posed by Shenoy and Kumaresan [11].

Conversion

The conversion algorithm goes through n — 1 iterations and,

consequently, each processor goes through 2n —2 steps.
Algorithm 6 is an SIMD program of the conversion on

processor j. The conversion is performed in n — 1 iterations,
each of them giving an MRS digit. Each iteration is per-

formed with at most n — 1 steps. The variable ig) goes from

1to j —1, indicating the number of the iteration performed
on processor j. At Step 0, all processors initialize their local
variables and processor 1 sends a) to processor 2. Next, at

Step j — 1, processor j computes the jth MRS digit a;. Proces-

sor j stores the constants m, (mi)j_1 for 1 <i <j, and the vari-

’ id)
ables a;, aj, and ip’.

Algorithm 6 (Conversion of operand A)

Function: Conversion
Location: Processor j

Stimulus: An integer t indicating the step
number going fromO0ton—1.
Aresidue g
Method:
Ifj<ndo
Perform D ;, .
in’]
i i1
Ift=0do
ajf g
ig) «1
If j =1 do Send a; to processor 2

First Part of the Modular Multiplication

Algorithm 7 is an SIMD program of the first part of the
modular multiplication, which is composed of A, B, and C-
type tasks. The variables ig) and ig) indicates the iteration
number of the algorithm on processor j for the tasks of type
B and C. For processor j, only j — 1 iterations are performed
and the values of i¥ and i’ run from 1 to j — 1. Note that
C-tasks are not performed on processor n + 1 because the
residue r,,4 is not needed in the sums for recovering the lost
residue.
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Algorithm 7 (First part of the product)

Function: Modular_Multiplicationl
Location: Processor j
Stimulus: An integer t indicating the step
number going from 1 to 3n — 1.
Method:
Ift=3(j-1)+1landt<3n-2do
Compute A

Ifij<jandt=j+2(i;— 1) do
Compute B ;) .
ig’.]
i) i +1
Ifij<jandt=j+2(ijj,—1) +1do
Computes C ;) .
i’

Ifj:n+1andig)sndo

()
Receive r;, and o
I
C

(®
Send rig-) and o
i i +1
Ifl<ij<jandt=3(-1)-1do
rj«0
i 1
Ifl1<ij<jandt=3(j-1)do
<0

Ao

ig)el

Second Part of the Modular Multiplication

The second part of the modular multiplication is composed
of B, C, and F tasks. Since the first part corresponds to the
beginning of the n iterations of the modular multiplication
algorithm, this part corresponds to their finishing where the
lost residues are recovered. Algorithm 8 is an SIMD pro-
gram of the first part of the modular multiplication. The

variables i{ and ig) have the same meaning than in the
(-1)

first part. The variables iéj), ig), ry, and o ~ are shared
with the first part of the modular multiplication. Thus, no
initialization is needed.

Algorithm 8 (Second part of the product)

Function: Modular_Multiplication2
Location: Processor j
Stimulus: An integer t indicating the step
number going from 1 to 3n — 2.
Method:
Ift=3(G-1)+1andj<ndo
Compute F;

If j <i{ <nandt=j+2(i_,— 1) do
Compute B, .
ig’]

i 11

10
B
Ifj<i and t = j+2(i -1)+1 do

Compute C ;) .
ig"

i i +1

Algorithm 9 performs the basic parts of the modular
multiplication of the operands A and B going through 5n — 1
steps. Several modular multiplications which need a con-
version can be pipelined and n — 1 steps are saved. Thus, in
this case, the cost of a single multiplication is 4n. Fig. 3 il-
lustrated the scheduling of a conversion and a modular

multiplication between two other.
Algorithm 9 (Modular multiplication)

Function: Modular_Multiplication
Location: Processor j
Method:

Fort=0to5n—-2do
If0<t<2n-3do
Conversion(t)
Ifn-1<t<4n-2do
Modular_Multiplication1(t — n + 1)
If2n+1<t<5n-2do
Modular_Multiplication2(t — 2n)
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